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Introduction: 
 

Provisioning access to users, in the traditional manner, involves the user completing 

paper forms that request access to backend systems or business applications. Those 

forms are then submitted to the first-line approver who reviews, approves, and forward 

them to second-line approvers who are IT security and then the request is  provisioned by 

the administrator in the respective SAP system. 

 

Usually, during the approval process, the managers who review access requests are 

expected to research and identify any potential conflicts (called as Segregation of Duties) 

between roles that the requester currently has and any new roles including permissions 

being requested. However, access requests that are under-research and are expedited for 

approval can cause significant problems where legal, regulatory, security, and financial 

risks can potentially harm the corporation. 

 

GRC Access Request Management automates the access provisioning approval process 

by linking the request with workflows that can be customized to reflect your company’s 

policies. When a user (Requester) makes an access request, ARM automatically forwards 

the access request to designated managers and approvers within a pre-defined workflow. 

Roles and permissions are automatically logged to the enterprise directories when the 

access requests are approved for future reference and audit purposes. ARM ensures 

corporate accountability and compliance with Sarbanes-Oxley (SOX) along with other 

laws and regulations. 

 

  



The Challenge: 
 

There is no doubt, Access Request Management 

(ARM) is a great solution that eases lot of activities 

and makes you Audit Ready. 

 

At some point, enterprises feel that may be GRC 

needs to get back to basics and look at why 

support and end users don’t like the system; 

especially the Access Request Management 

application. No point implementing a robust 

system if none of your users know how to use it 

properly. 

 

The most common issue that most of the 

organizations face today is that the business 

users still doesn't understand the technical 

design, i.e., the Role names, which roles needs to 

be opted for while submitting the access request, 

whether they are really intended to have that 

access or not. Unfortunately, SAP GRC ARM 

allows the business users to select the roles in the 

Access Request form.  

 

The trick is to simplify this process and ensure the 

business users are only requesting the access 

that they are intended for. Business users will be 

able to provide all the information that they know 

(beforehand) and the process owner and the line 

manager can review them and approve access 

quickly.  



The Solution: 
 

Our SMEs who worked with various clients 

had identified that the major challenge is 

identifying the right set of roles based on 

user's requirement. In many instances, they 

either update the Request description or 

send an email to the support team with their 

exact requirement.  

 

This has a huge impact on the Turnaround 

Time, and the Response time especially 

when there are huge volumes of requests 

during roll-outs etc., 

 

This can be easily addressed with one of the 

possible options: 

 

 Customizing/Enhancing the Access 

Request Form 

 

 Creating a complete custom Fiori 

screen or 

 

 Creating a custom form for easy 

adoption 

 

 

 

 

 

 

ToggleNow delivered similar enhancements to various clients 

across the globe and the result is 

Process Simplification a Million Smiles. 



How did we achieve this?  

 

 

We simplified the entire process by adding multiple filtering options. In this process,  

 

 

 

 

 

 

 

 

 

 

 

#1 - Users now can select the connector, and the transaction code(s). The form will 

additionally provide an option to download the template, and users can fill-in it and upload 

it back in the screen, when there are multiple transaction codes. The activities can also be 

updated at this point in time.  

 

 

 

 

#2 - Based on the transaction codes added by the requester, the corresponding Org Value 

will be displayed. Incase if the user is already existed in the specific SAP system, the Org 

values from the user master will be displayed automatically. However, requester can add 

additional Org Values as per his/her requirement.   

 

#3 - Upon submission the request information is given to the RPA bot, where it does the 

further filtering, identifies the correct set of roles, and creates a request with them.  
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How it works? 
 

The request data is filtered at various levels. The entire operation - starting from request 

creation, till provision is handled in 3 different layers.  

 

 

 

 

 

 

 

 

 

 

 

 The 1st layer can be either SAP Fiori or a custom web page (as shown in the above 

diagrams) where the initial filtering would take place. This will return only the 

relevant roles are picked and shared with the Access Control BOT. 

 

 The 2nd layer is completely managed using Automation Anywhere BOT, when the  

inputs from layer  # 1 are further filtered based on multiple filtering criteria such as 

the No.of  transaction codes, assignments,  criticality etc., 

 

 Once the right set of roles are identified by the BOT, the request is created 

automatically in the SAP GRC system, from where it takes the regular workflow 

process. 

 

Advantage? 

 

 

  
Faster Response Times 

More Accuracy 

Zero-down of L1 Teams and 24/7 solution availability 



 

 

For more details - sales@togglenow.com  
or visit - www.togglenow.com 

ToggleNow has been in the business of providing world-class SAP 
services to a number of reputed clients since 2011. 

 
The solutions we offer include SAP Consulting, SAP Implementation, 

SAP Integration, SAP- based Post-implementation Support and much 
more. From configuration setup and customization of existing 

systems to business process mapping, gap analysis and everything in 
between - ToggleNow has the experience and expertise to offer 

reliable services. 
 

The right mix of skilled professionals, cutting edge technology, and 
multi-dimensional product experience is what makes ToggleNow 

click. When you work with us, you can rest assured that we utilize our 
competencies to the fullest to bring you world-class solutions and the 

best customer experience. 
 


